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1
Decision/action requested

It is proposed that SA3 lists secure options for replay protection of inactiveMAC-I and let RAN2 choose one.
2
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3
Rationale

3.1
General

In the last meeting, it was agreed that SA3 will study potential solutions to mitigate replay attacks on inactiveMAC‑I.
There were atleast three proposals on table, all of which proposed to include one or another additional input to the calculation of inactiveMAC-I. Those proposal were:

1. A NONCE provided by the target gNB to the UE in a reject message.

2. A REJECT-COUNTER maintained by the target gNB and the UE without signalling it.

3. A temporary C-RNTI belonging to the RRC connection that the UE currently has with the target gNB.

It is only counterproductive if SA3 discusses RAN2 aspects. Instead, SA3 shall only discuss which solutions are deemed acceptable from security point of view and then liaise with RAN2 to choose the solution that best fits from their point of view.
This paper describes that temporary C-RNTI is acceptable from security point of view. 

3.2
Temporary C-RNTI (dynamic property related to target gNB)
UE's temporary C-RNTI with the target gNB serves as a freshness parameter when used as additional input to the calculation of inactiveMAC-I. It is so because the temporary C-RNTI is updated at every access attempt, meaning that an attacker who tries to replay a captured inactiveMAC-I will fail because the replayed inactiveMAC-I belongs to an obsolete temporary C-RNTI. Hence, the target gNB can detect the attack. This freshness parameter is reliable and built into the protocol, meaning that any fiddling with it will break the protocol and make the attack fail.
Further, the freshness parameter does not need to be restricted only to temporary C-RNTI. In fact, any dynamic property of the radio communication between UE and the target gNB could be additionally used, e.g., system frame number. 

4
Detailed proposal

Proposal 1: It is proposed that all solutions that are deemed acceptable from security point of view are listed in a LS to RAN2 so that RAN2 can choose the solution that best fits from their point of view.

Proposal 2: It is proposed that using dynamic target gNB parameters (like temporary C-RNTI and system frame numbers) in calculation of inactiveMAC-I is listed as one option in the LS to RAN2.
